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ABSTRACT. Let E be an elliptic curve over the finite field Fq, P a point in
E(Fg4) of order n, and @ a point in the group generated by P. The discrete
logarithm problem on E is to find the number k such that Q = kP. In this
paper we reduce the discrete logarithm problem on E[n] to the discrete
logarithm on the group ]F;;, the multiplicative group of nonzero elements

of Fg, in the case where n | ¢ — 1, using generalized jacobian of E.
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1. INTRODUCTION

Let G be an additive finite group, € G and y € (). The discrete logarithm
problem (DLP) on G is to find the number & such that y = kx. The integer k
is called the discrete logarithm of y to the base z. If G is the group of points
on an elliptic curve over a finite field, then the discrete logarithm problem on
G is called the elliptic curve discrete logarithm problem (ECDLP).
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Koblitz [6] and Miller [7] in 1985 independently proposed using the group of
points on an elliptic curve defined over a finite field to devise discrete logarithm
cryptographic schemes. The security of these cryptosystems is based upon the
presumed intractability of computing logarithms in the elliptic curve group.

Our main result is the following theorem which reduces the EFCDLP to
DLP on the underlying field.

Theorem Let E be an elliptic curve over a finite field F, and E(F,) be
the set of F, rational points of E. Also let E[n](F,) be the group of n-torsion
points of E defined over F,. If n | ¢ — 1, then solving the discrete logarithm
problem on F7 is at least as hard as solving the discrete logarithm problem on
Eln](E,).

The remainder of the paper is organized as follows. The next section provides
the definition of the usual and generalized jacobians and necessary results about
them. We will prove the above theorem in section 3 (Theorem 3.3) using the
theory of generalized jacobian of the elliptic curve E. Finally an example,
which shows how to apply our method is given in the last section.

2. USUAL AND GENERALIZED JACOBIANS

Déchene [1, 2, 3] has proposed generalized jacobians as a source of groups
for public key cryptosystems based on the hardness of the Discrete Logarithm
Problem. We will obtain a relation that presents a way to reduce the discrete
logarithm in the n-torsion part of an elliptic curve E over the finite field F, to
the multiplicative group F; where n | ¢ — 1 using generalized jacobian. First
we need some definitions and properties.

let C' be a smooth algebraic curve defined over an algebraically closed field
K. Also let Div(C) be the free abelian group of all divisors of C' and Princ(C)
be the group of all principal divisors. The quotient group Div(C)/Princ(C)
is called the Picard group or the divisor class group of C and is denoted
by Pic(C). The degree zero part of the Picard group, Pic®(C), is simply
Div®(C)/Princ(C). For elliptic curves, we have the following result which
says that the class group of divisors of degree zero on F is simply isomorphic
to the group E.

Theorem 2.1. Let E be an elliptic curve over a field K. Then the map
P —s [(P) — (O)] is a group isomorphism between E and Pic®(E)with well-
defined inverse [) pc pnp(P)] — Y pcpnpP.

Proof. See ([12] Proposition IT1.3.4) O
The following theorem introduces the (usual) jacobian.

Theorem 2.2. Let C be a smooth algebraic curve of genus g defined over
an algebraically closed field. Then, there exists an abelian variety J(C) of
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dimension g and an isomorphism of groups
Pic’(C) — J(O).
The variety J(C) is called the jacobian of C.

Proof. The proof of this theorem can be found in ([13] Proposition II1.2.6). For
a more complete treatment, one can see [16]. |

Now we present an overview of generalized jacobian varieties. For more
information see [9, 10, 11]. Generalized jacobians offer a natural generalization
of both torus-based and curve-based cryptography. Starting with a smooth
algebraic curve C' defined over an algebraically closed field K, two divisors
D=3 pcenp(P)and D' =3} 5 np(P') are said to be linearly equivalent
if D — D’ is a principal divisor, i.e. D — D’ = div(f) for some f in the
function field K(C) of C. In this case, we write D ~ D’. The quotient group
obtained is then the usual jacobian J(C'). To define the generalized jacobian, let
m = pcmp(P) be an effective divisor on the curve C'. For a given f € K(C)
we write f = 1 (mod m) as a shorthand for the requirement Ordp(1— f) > mp
for each P in the support of m.

Definition 2.3. Let m be an effective divisor and let D and D’ be two divisors
with supports disjoint from the support of m. We say that D and D’ are m-
equivalent, and write D ~y D', if there is a function f € K(C)* such that
div(f) =D — D" and f =1 (mod m).

It is easy to see that the above definition defines an equivalence relation
on Div(C). Also if two divisors are m-equivalent, then they must be linearly
equivalent. Therefore, if we denote by [D] the class of the divisor D under
linear equivalence and by [D]y, the class of the divisor D under m-equivalence,
then [D]n, C [D].

Now let Divy(C) be the subgroup of Div(C) formed by all divisors of C
with supports disjoint from m. Let also Div? (C) be the subgroup of Divg,(C)
of divisors of degree zero. Moreover, let Princy (C') be the subset of principal
divisors which are m-equivalent to the zero divisor. It is easy to see that
Prineg(C) is a subgroup of Div(C). Therefore, the set of m-equivalence
classes in DivQ,(C) is indeed the quotient group DivQ (C)/Princy(C), which
will be denoted by Pic (C). Since [D]n C [D] for all divisor D, there exists
an epimorphism o : Picl, (C) — Pic®(C).

The following theorem is an analogue of Theorem (2.2).

Theorem 2.4. Let K be an algebraically closed field and C' be a smooth alge-
braic curve of genus g defined over K. Then for every modulus m, there exists
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a commutative algebraic group Ju isomorphic to the group PicS (C). The di-
mension w of Ju is given by

g if m =0,
m =
g+ deg(m) —1 otherwise.
Proof. See [10] and ([11] chapter V. Proposition 2. and Theorem 1.) O

Definition 2.5. The algebraic group Jy, is called the generalized jacobian of
the curve C with respect to the modulus m.

To obtain a representation of the elements of the generalized jacobian we
need the following theorem.

Theorem 2.6. Let (G,+) be a group and (A,-) be an abelian group. Let also
1—A—G5G—0

be a short exact sequence defining a group extension G of G by A. Denote by
@ the group operation on G. Then,

1: Let s : G — G be a (set-theoretic) section for p (i.e. pos = 1g).
Then the map

AxG— G
(0,0) ~ a ® 5(0)

is a bijection of sets. Hence, each element of G can be represented as
a pair (a,o0), where a € A and o € G.
2: There is a well-defined natural action of G on A given by

AxG— A
(a,0) ~a’ =x®adx

where x is any element of G satisfying p(r) = o and Ox denotes the
inverse of x in G.
3: In fact, the group operation ® : G x G — G can be expressed in terms
of this action:

(a,0)+ (b,7) =(a-b -c(o,7),0+7T)
where ¢ : G x G — A must satisfy the following condition
(2.1) c(o,7) - clo+1,p) =c(1,p) - clo, T+ p).
(A function c¢ satisfying (2.1) is called a 2-cocycle on G with values in A.)
Proof. see ([4] chapter III) and ([17] chapter 5) O
In the case that G is commutative, (2.1) can be rewritten as
c(o,7) - c(o+1,p) =c(r,p) - clo,7 + p).

Moreover we have the following Lemma.
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Lemma 2.7. With the notation of the above theorem
clo,7) - c(—o,0+71)=1
forall o,m € G.
Proof. See ([5] Lemma 7.1) and [14] for a more complete treatment. O

Theorems 2.2 and 2.4 and the epimorphism o : Pic), (C') — Pic(C) implies
that there exists an epimorphism 7 : Jy, — J. Let Ly, be the kernel of 7, then
the short exact sequence

1— Ly — Jn—J —0

defines the group extension Jy, of J by Ly,. It then follows from Theorem 2.6
that the elements of Jy, could be seen as pairs (k, P), where k € Ly, and P € J.
Using this representation, the group law on Jy,, could be expressed in terms of
the group laws on Ly, and on J, and also involves a 2-cocycle on J with values
in Ly.

Moreover the short exact sequence

1— Ly ——LpyxJ-"2J—0

with obvious maps ¢ and p also defines another group extension Ly x J of J
by L. But can Jy, be the direct product Ly x J? Rosenlicht answers this
question in the following theorem.

Theorem 2.8. Let C' be a smooth algebraic curve of genus g defined over
an algebraically closed field and let Jn, be the gemeralized jacobian of C' with
respect to a modulus m. If g > 1 and deg(m) > 2, then Jy, is not a trivial direct
product.

Proof. This is a corollary of Theorem 13 in [10]. d

Theorem 2.9. Let C' be a smooth algebraic curve defined over an algebraically
closed field, J be the jacobian of C and Jy be the generalized jacobian of C
with respect to a modulus m = Y .~ mp(P) of support Sy. Let also Ly be
the kernel of the natural homomorphism T from Ju onto J, and let G, ~ {z €
Allr # 0}. Then, Ly is an algebraic group isomorphic to the product of a
torus T = G,25~~1 by a unipotent group V of the form V = [Ipcs, Vime)
where each V(y, ) is isomorphic to the group of matrices of the form

1 a1 as ... aGmp—-1
0 1 al Amp—2
0 0 1 oo Amp-3
o o0 0 ... 1

Proof. See ([11] Chapter V). O
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Now let E be an elliptic curve defined over the finite field K = F, with ¢
elements and let m = (M) + (N), where M and N are distinct nonzero points
of E(F,).

Finally, let J, be the generalized jacobian of E with respect to m. In the light
of Theorems 2.8 and 2.9, this choice of parameters implies that this generalized
jacobian will be an extension of the elliptic curve E by the multiplicative group
G,n. We already know that there is a bijection of sets between J,, and G, X E.
Hence, each element of Jy, can be represented as a pair (k, P), where k € G,,
and P € F Indeed, we have by construction that Jy, is isomorphic to Pic% (E),
and so an explicit bijection of sets ¢ : PicO (E) — G X E could be used to
transport the known group law on Picl (E) to Gy x E.

Déchene ([1] Chapter 5, Propositions 5.1 and 5.4) has proved the following
two theorems which represent the elements of Jy, using the isomorphism be-
tween Pic)(E) and G,, x E and obtaining a formula for the group operation
on G,, x E.

Theorem 2.10. Let E be an elliptic curve defined over Fy, m = (M) + (N)
with M, N € E\{O}, M # N and T € E\{O, M,N,M — N, N — M}, be given.
Let also

Y : PicQ(E) — G, x E
[D] — (k,5)

be such that the m-equivalence class of D =} p.pnp(P) corresponds to S =
YopepnpP and k= f(M)/f(N), where f € K(E)* is any function satisfying

oy (PO 1sE 0N,
D—(S+T)—(T) otherwise.

Then v is a well-defined bijection of sets.

Theorem 2.11. Let E be an elliptic curve defined over Fy and let m = (M) +
(N) be given such that M and N are distinct nonzero points of E. If (k1, Py)
and (ka, P2) are elements of Juw fulfilling Py, Po, =(Py + P3) ¢ {M,N} then
(k}l,Pl) + (kQ,PQ) = (klkgcm(Pl,Pg),Pl + PQ) where ¢ : E X E — Gy, is a
2-cocycle depending on the modulus m and

L M
cn(Pr, P2) = 7L1;1;((N))
1,172

where Lp, p,(M) = c- % for some ¢ € K* (that we can suppose that

c=1). Also lpg denotes the equation of the line passing through P and Q
(tangent at the curve if P = Q).

We here present a small collection of the basic properties of the group law
in these generalized jacobians, which are easily derived from Theorem (2.11).
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Corollary 2.12. Let E be an elliptic curve defined over Fy and let m = (M) +
(N) be given such that M and N are distinct nonzero points of E. Let also
(k, P), (k1, P1), (ka2, P2) € Ju be given such that Py, Py, =(Py + P2) ¢ {M,N}.
Then,

1: cu(P1, Po) = cu(Pa, Pr) (This reflects the fact that Je is abelian).

2: cn(O,P) =1 forall P ¢ {M,N}. Hence, (k1,0)+(ka, P) = (k1ks, P)

3: (1,0) is the identity element of Ju.
4: Furthermore, Jy contains a subgroup isomorphic to Gy, as (k1,0) +
(kJQ,O) = (klkig,O) fOT’ all kl, ko € Gm.

3. DISCRETE LOGARITHM PROBLEM

Definition 3.1. (Discrete Logarithm Problem) Let G be a finite cyclic group
of order n generated by an element g . Given h € G, determine the integer
k € [0,n — 1] such that g¥ = h. This integer is called the discrete logarithm of
h (to the base g), and is denoted log,, (h).

In this section we will reduce the discrete logarithm problem in the n-torsion
subgroup of an elliptic curve E over a finite field K with ¢ elements, where
n | ¢ — 1 to the discrete logarithm problem in multiplicative group of K.

Remark 3.2. Given a group G, an element g € G and a natural number ¢, we
can compute g* very fast using the known (left-to-right) ”square-and-multiply”
algorithm. If ¢t = (¢, - - - t1to)2 is the binary representation of ¢, then

ko 2™ty 2" M1 2t -t
g =g

= ((-+ ((gPg'm=)2gim=2)2 - )2gi)2glo.

Theorem 3.3. Let E be an elliptic curve over a finite field F, and E(F,) be
the set of Fy rational points of E. Also let E[n|(F,) be the group of n-torsion
points of E defined over F,. If n | ¢ — 1, then solving the discrete logarithm

problem on Fj is at least as hard as solving the discrete logarithm problem on
En](F,).

Proof. Let P € E be a point of order n, and m = (M) + (V) be a divisor prime
to all prime divisors (rP) for those 0 < r < mn which occur in the ”square-
and-multiply” algorithm, as noted in Remark 3.2. Also let «;(P) be the first
component of t(1, P) where (1, P) € J,. We prove that

(3.1) an(kP)5 = (an(P)

%)k

for all integer k.

The case k = 0 is clear. For k > 0, let Q@ = kP and calculate a,,,(P), the
first component of nk(1, P) in two ways. From Theorem 2.11, we know

at(P) = cm(P, P)cm(P,2P) - cu(P, (t — 1) P).
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At first
nk‘(l,P) = n(k‘(l,P)) = n(ak(P)akP) = n(ak(P)aQ)
= (ax(P)"an(Q),nQ) = (ar(P)"n(Q), O)
thus ank(P) = ax(P)"a,(Q). Also
nk(1, P) = k(n(1, P)) = k(an(P),nP)
= k(an(P),0) = (an(P)*, 0)
thus ay,,(P) = a,(P)*. Comparing these two last equation implies that
(3.2) 0k(P)"0n(Q) = an(P)*

and from this we have

g—1 =1\ p

an(Q) ™ = (an(P) ™ )"

Now let k£ < 0. From Lemma 2.7 ¢y (R, S)cm(—R, R+ S)=1forall R,S € F
then

cn(@Q,Q)en(—Q,2Q) =1
cm(Q,2Q)cm(—Q,3Q) =1

cm(Q; (n —1)Q)em(-Q,0) =1
Cm(Qa O)cm(_Q, Q) =1.

Multiplying the above equations gives au, (@), (—Q) = 1 that implies o, (—Q) =
(an(Q))~1 and the proof is now complete. O

Remark 3.4. Using the above theorem, discrete logarithm on E is reduced to
discrete logarithm on F,. Note that by the standard reduction of Pohlig and
Hellman [8] we can assume that n is prime. For, let n =[], p;’ be the prime
factorization of n. To find k from QQ = kP, the idea of Pohlig-Hellman is to find
k (mod pi*) for each ¢, then use the Chinese Remainder theorem to combine
these and obtain k& (mod n) ([15], Section 5.2.3). Therefore we can assume that
n is prime. Now assuming o, (P)% # 1, from (a,(P)* )™ = 1 we deduce
that Ordp: (an(P)%) = n. Since k < n, if one can solve discrete logarithm
on [ then k£ will be obtained uniquely.

Remark 3.5. In the generalized jacobian Jy let (a, P) and (b, Q) be the repre-
sentation of two elements of Jy, such that (b, Q) = k(a, P). Also let Ord(P) =
n. In this case b = a*ay(P) and therefore from (3.2)

b, (Q) = a*"ar(P)"an(Q) = a*"a,(P)k = (a"an(P))*. If a"a,(P) is a
primitive root of unity in F}, then the equation "oy (Q) = (a" 0y (P))" gives
a discrete logarithm problem in 7.
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4. AN EXAMPLE

With a simple PARI program we can calculate «,,(P) and a,(Q) very fast
(in logarithmic time).
Consider the elliptic curve

E:y+ay+y=a>+2224+62+7

defined over the finite field F, with ¢ = 152617819 elements. We reduce the
discrete logarithm problem on this elliptic curve to a discrete logarithm problem
in F7.

Consider P = (23658750, 133471885) € E(F,) , Q = kP = (129045381, 133258769)
with k = 4276384. The order of P is Ord(P) = 25436303. The points M = 4P and
N = 5P do not occur in the calculation o, (P) and a,(Q) by repeated doubling
process. We get

—1

an(P)T = an(P)® = 76904832,
an(Q)q% = a,(Q)°® = 95183794.

Hence in order to compute k& we have to solve the discrete logarithm problem
(4.1) 95183794 = 76904832" (mod q).

Of course one can check in this example that & is a solution of the equation (4.1).
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